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Language & Tools

JAVA, C, Python

Database Oracle, Mysal
OS Linux
Tools Burp Suite
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- OS : Ubuntu 20.04, Windows 10
- JAVA : JAVA SE 8

- WAS : Tomcat 9.0

- DB : Oracle 12C

7§27

- Language : Java, Python3, Shell Script, JSP, HTML, CSS, JavaScript,

- Tools : Eclipse, XShell, SQL Developer
- Framework : Spring, Mybatis, Bootstrap

Language/Tools

- Database : Oracle DBMS

- Server : Apache?2
- Etc : Git
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1. Google OTP
2 2 A= FHo g ALE3E T Google OTP = AlZF &7|3F w24 o g TOTP( Time-Based One Time
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A) XssPreventer
apache—common-lang3 #to]B 28] & AF&3slo] ExFLdoA HTML 22 14Ewsl @ A5 A A3
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B) XssFilter
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&lt;a

<a href="javascript:alert('XSS")">XSS</a> ) )
href=8&quot;javascript:alert(8&#39;XSS&#39;)&quot;&gt;XSS&lt;/algt;

&lt;img src=8&quot;#&quot;

<img src="#" onerror="alert('XSS")" >
onerror=8&quot;alert(&#39;XSS&#39;)&quot;&gt;

3. 1P 2+

1 Evlt} Apache?2 9] access.log & £43e] 1000 7] o] 217F 918 AF 4oz 7, a9 [P At
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1. awk "{if( $4 >= "$agoTime"" && $4 < ""$nowTime""){ print $1" "$7 }}' /var/log/apache2/access.log | sort
| uniq —c | awk '"{ if ($1 >= 1000 ){ print $2" "$3}}' > /home/lucidd831/ip/prac/testsearch.temp

— access.log A 2L IP F47F 1,000 7} o] dAATH testsearch.temp Lo A

2. awk Yprint ‘"route add -host "$1" reject"}' /home/lucidd831/ip/prac/testsearch.temp >
/home/lucidd831/ip/prac/testinput_iptable.sh
— 19 A AR P F4LE A= HHo| TEOF.

3. sh /home/lucidd831/ip/prac/testinput_iptable.sh
— 1P 2t HHo] A3
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